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Children in the digital environment

Information and communication technologies, including digital networks,
services and applications, connected devices and environments, virtual and
augmented reality, Al, robotics, automated systems, algorithms and data
analytics, biometrics and implant technology (GC 25)

What is the ‘digital environment’?

Characteristics of the digital
environment

ANTNUIARANNIAANA

Constantly evolving Transnational

WU aENIFDLTIY 15naNuAL

Digital Environment

ANNLIAABNNIAANA

(Increasingly) accessible &
affordable
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Digital World Opportunities
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Conceptualization: Navigating risks

* Tan1gd VS ANNLALN

* ANNNLALN VS ArIANATM

* Avoiding risk from turning to harm
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Digital Wellbeing

® Ejum:):n:nuu'fluagjﬁc’imDdﬁﬁaehhs?uﬁn
Laledvu Ao MsdasvAdwduqas:ki1omsisinatulad
r3oaUNsUadNanuUMssEdaUs:dulagliins:nucddgumw
tasUnduwusniodoauuooldn FodAty Ao woul/
RUNASDOADSWOAENUYAsKaUINeoAUMsidaunsniaona
uBsaUs:o1dU La:muruaioanavsounuiunstdaunsod

IKatoeNOKLN:EU

NNI9ANITIANMENABTBIANTHATIEINITY

LY =l di a [~
s lwnalulagiing L@?N@ﬁm’mz‘ﬂﬂﬂ LATILLAS
eI

n7liaadiruaanlatingstanndy

175N ANNLITIUGURAdLazANNUaasaAe lWlan
aa1lail

nangssNaseassm neasnEgunIwniaLazlans
1841507 (Plan — Power Off — Play)

nissuanuAuguLe lulanaaulail

nstgniapnuAniulazantaueululianfadia

Q for every child, protection :Tﬁef{‘:




Digital Wellbeing
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WELLBEING AND MENTAL HEALTH

These are the countries where children are
most satisfied with their lives

Sep 4,2020
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CRC & SDGs

Article 19:

1. States Parties shall take all appropriate legislative, administrative, social and educational measures to protect the child from all forms of
physical or mental violence, injury or abuse, neglect or negligent treatment, maltreatment or exploitation, including sexual abuse, while in the
care of parent(s), legal guardian(s) or any other person who has the care of the child.

ild, éomesﬁc violencelastsa LIFETIME

LIFELONG \l 11\11/ ATION
2. Such protective measures should, as appropriate, include effective procedures for the establishment of social programmes to provide necessary é‘, o 0,' S

support for the child and for those who have the care of the child, as well as for other forms of prevention and for identification, reporting, referral, Iow Self 05 LKI
investigation, treatment and follow-up of instances of child maltreatment described heretofore, and, as appropriate, for judicial involvement.

Goal 3 l Ensure healthy lives and promote well-being for all at all ages h P 9 It (

d4.a ‘ Build and upgrade education facilities that are child, disability and gender sensitive and provide safe, non-violent, inclusive and effective
learning environments for all

5.2 Eliminate all forms of violence against all women and girls in the public and private spheres, including trafficking and sexual and other types of
exploitation

8.7 Take immediate and effective measures to eradicate forced labour, end modern slavery and human trafficking and secure the prohibition and

elimination of the worst forms of child labour, including recruitment and use of child soldiers, and by 2025 end child labour in all its forms
Goal 11 Make cities and human settlements inclusive, safe, resilient and sustainable
3G e 16.1  Significantly reduce all forms of violence and related death rates everywhere
162 End abuse, exploitation, trafficking and all forms of violence against and torture of children

16.4 | By 2030, significantly reduce illicit financial and arms flows, strengthen the recovery and return of stolen assets and combat all forms of organized

‘ d'ehressi‘bn‘ F
th

UNEMPEOYMENT

| crime Article 16:
. o ) 1: No child shall be subjected to arbitrary or unlawful interference with his or her privacy, family, home or correspondence, nor to unlawful aftacks
16.a | Strengthen relevant national institutions, including through international cooperation, for building capacity at all levels, in particular in on his o her honour and repuation.
PO | . . . . . 2: The child has the right to the protection of the law against such interference or attacks.
SDG dD | devemp' ng countries, to prevent violence and combat terrorism and crime 6.2 | By 2080, achieve access to adequate and equitable sanitation and hygiene for all and end open defecation, paying special attention to the needs
= . - . - P - - . . of women and girls and those in vulnerable situations
19.1: States Parties shall take all appropriate legislative, administrative, social and educational measures to protect the child from all forms of 111810 sy aces for o, e il housing and s sonices and ardosoms
physical or mental violence, injury or abuse, neglect or negligent treatment, maltreatment or exploitation, including sexual abuse, while in the 16.10 | Ensure publi ion and pratect freedoms, i accordance legisiation and agreements

care of parent(s), legal guardian(s) or any other person who has the care of the child.

7.1 By 2030, end hunger and ensure access by all people, in particular the poor and people in vulnerable situations, including infants, to safe,
nutritious and sufficient food all year round 6@

2.2 | By 2030, end all forms of malnutrition, including achieving, by 2025, the internationally agreed targets on stunting and wasting in children under 5
years of age, and address the nutritional needs of adolescent girls, pregnant and lactating women and older persons

19.2: Such protective measures should, as appropriate, include effective procedures for the establishment of social programmes to provide

w2
=}
(72}

necessary support for the child and for those who have the care of the child, as well as for other forms of prevention and for identification, e @
reporting, referral, investigation, treatment and follow-up of instances of child maltreatment described heretofore, and, as appropriate, for judicial
involvement.
1.4 By 2030, ensure that all men and women, in particular the poor and the vulnerable, have equal rights to economic resources, as well as access to basic
Q“ "‘ services, ownership and control over land and other forms of property, inheritance, natural resources, appropriate new technology and financial services, including
=SDG = microfinance 06 .?
o
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From 3Cs to 4Cs — UNICFE, EU and LSE

auidgvuazngaaulad
druiiauavadutnasiia

watan q Iﬁmué}umaﬁﬁn
w:m5u1a1aﬁaum8rgﬁummlauvuq:ﬁ_luaaulatid'm 9
fv:tihludaniusuusvdatanuuiunaauladla

uunaau autuludKINduas1®

v \ \la1dntknduGusauiAedny
: AR AV msip1doyadduduavwdAIUTE

” , luanva:amifwonw ol N lasnidnlilawilodommuaikariu
Lt 16U WardnavBatdnliuay nu
rSaluiBuanide UndduiSen
‘Jarkuauasauly’ 1udu

for every chid

Q for every child, protection | UNCeM®



From 3Cs to 4Cs — UNICFE, EU and LSE
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Content risks
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Contact risks

DigCom platforms

Conduct risks
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Challenges

Self-generated sexual materials by children

= % MARKETS BUSINESS INVESTING TECH POLITICS CNBC TV INVESTING CLUB & PRO &

“ N Ews Hackers are leaking children’s data — and there’s little parents can do SHARE & SAVE — f v =

CYBERSECURITY

VTech hack: Data of 6.4M kids
exposed

SECURITY

Hackers are leaking children’s data — and .
there’s little parents can do _— e £ 9 i

NBC News collected and analyzed school files from dark web pages and found they’re littered

with personal information of children.
L
=11 1
I e | B

WATCH NOW

AeNBCNEWS

The dark web is awash with children's personal

info. Why experts say it's so hard to stop. Thousands of children at risk from

grooming gangs as hackers |eak their VTech hack exposes data of 6.4M kids
private details to the dark web

+ Cyber gang of hackers have plundered five schools and a sixth form college

+ Vice Society is believed to have demanded ransom payments from the schools O ] I | ne g room | ng an d
+ They published the data online as a ‘punishment’ for their refusal to cooperate . .. .
« The data was uploaded to the gang's page on the dark web SEXtO rtIO N IS INCreasli ng

By KEVIN O;SULLIVAN and MICHAEL POWELL FOR THE MAIL ON SUNDAY
PUBLISHED: 23:21 BST, 2 July 2022 | UPDATED: 13:34 BST, 6 July 2022
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brain development

Impact of violence on children

Weakened
architecture linked to
toxic stress
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Findings from Thailand Disrupting Harms
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How do we keep children safe online?
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Digital literacy . A 5 &
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and awareness y y
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Helpline - Child
Hotline Protection and
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How do we keep children safe online?
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nicef® B | egislating in the digital age

for every child

p) * Technology-enabled crimes against children

* Criminalization of online child sexual exploitation and
- : abuse

e i ° Duties and responsibilities in relation to business

Global guide on improving legislative

EReRsmmpnap sl *+ Procedures and methods of investigation of online
online sexual exploitation and abuse Chlld Sexual eXpIOitation and abuse

* Victim support, rehabilitation, reintegration, and
redress

Ghana, Republic of Republic, Australia, UK, Mongolia,
UAE

|

- - unicef &
Q for every child, protection



The Regional Plan of Action for Protection of Children from
All Forms of Online Exploitation and Abuse in ASEAN (RPA
COEA) was developed to implement ASEAN Declaration on
the Protection of Children from all Forms of Online Abuse
and Exploitation

ASEAN Guidelines for the provision of protective and
support services for all child victims and children in contact
with the law as a result of OCSEA

ASEAN Guidelines for harmonised and comprehensive
national legislation for the protection of children from all
forms of online sexual exploitation and abuse

Q for every child, protection
for every chid



Resources

DISRUPTING
HARM

MILANU
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ASEAN Guidelines for Harmonised and
Comprehensive National Legislation Against
All Forms of Online Child Sexual
Exploitation and Abuse

2023
Legislating for the digital age

: : “ (=T T
Global guide on improving legislative 1 SRMECaS
frameworks to protect children from
online sexual exploitation and abuse
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UNICEF, Thailand and OCSEA

* aruayunsdzunguangiduldmuunueydnyoyndnsme@nsian uansgIuaIng STa9suYny uay
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Online Grooming, sexting, sextortion, cyber stalking, cyber bullying
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* atuayutlszwalnelunisstiunisauunulguRnsuaziwInel JiFRve s me

° aruAuULAzdUIARaUATRTNEAIETNEURa SRl aaaslszinalna Thailand Safe Internet
Coalition (TSIC)
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UNICEF, Thailand and OCSEA
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Safe To Laern anuilaansiuine@eaus

Global Programmatic
nyuNgLazula e Framework &
Benchmarking Tool:

From Call to Action to
Programme Responses

= A15UeINULazn1IgannIg lusE AUl T v
M ARIUETTNLARZANNLNILNYNNIIENA

$ ANNTANAIUNSNEINS (FUUsEHIULAzLAAR)

1 nalnnisiinuaus daya wasuangiudadssans

2,5 Safe to Learn

- - unicef &
Q for every child, protection



-
v

.) . e >
ol j WA unlcef@
foreverychild @ FOUNDATIONAL

Q‘n" ‘#l ) g"@g

. i)
b

Support teachers to incorporate digital technology ey |
into their teaching _

aduaYuANAs bkuInFasRanawatulat lun1sEaun1saay

* Teacher support: Equip teachers to support i Y
children and young people to develop the skills Global Framework on
they need avuayuannslunisafreineenafuuninGeu Transferable Skills

* Digital solutions: Equip children and young
people with digital tools, platforms and content to
build digital skills asiuayuirrasiia unasnasuinaaininme

* Frameworks for Digital literacy: Equip education

systems to embed digital citizenship and digital
literacy atiuayuwlszuunisAneysaunisGeaniaunailenana
waznI9fivinyiuge

education
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Integrating identification and reporting of child protection concerns in relation to
digital learning into school safety policies and processes:

,. | § | unicefie®

Learmor {for axampial:
* Is exposed to nappropniate or ilegal content anling:

*  Expanonces inappropnate aftention or commaunication by a ieaches through for every Ch’ Id

i » A e EdTech platfoem
/ff- L “ _: " Has personal or educational data compromesed, stolen andior shared B
¢ .. .~ *  Expariences cybertulying, onling harassment or other hurtful behaviours \
."I | . Is recorded ar contacted outside of school palicy guidelnes o boandanes ".I

I *  Feels unsale online \

ek -

Loarmer reports to isacher desgnaied peer support’ If a teacher becames aware, reparts 1o prinopal

menior, designated protectionisaleguanding officer, and/or oesigrated schodl prosection/safeguanding
school safeby commitiee, or to established reparting oHicer and 1o school safety commitiss
machanism for schaal wiolence
h A A
[
| |
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Y e !
/
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— Schiool takes actions: +—
idapending an nanve
of rizk and ham)
Aeport made an EdTech

7. o [ Patiom

. If data-related abuse
| ! * (hacking, thedt or third-party
Sl rF e of shudant’s datal
Wl actions taken by EdTech
T peovicker andéor schoal 1o
remedy data breach/misuse
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Existing school safety/child safeguarding policy

\&/ M & 2% e, Child Protection in

Aaferral to social warker or Pamenisicaregivers to be notified I thene is “child seml sbuse
counsellar to take action in line in accondancs with safeguarding matanal’ {CEAM) invabved,

» » »
with safiequarding or statutony andjior statutory procedures report to hatline or agency that .
proceduras. can supparnt the ‘fake down’ of I g I u c I

comtent and provide other
SOrIDRS

if the siuation involes polential child abuse, exploitation or othes
' ] T crime against children, report it 1o the palice N accordanos vt
safeguarding andfor statutory procedures
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UNICEF Recommends 9 1. Support children’s development and well-
considerations for Al'and being

children 4\ 2. Ensure inclusion of and for children

| 3. Prioritize fairness and non-discrimination for
children

4. Protect children’s data and privacy

5. Ensure safety for children

6. Provide transparency, explainability, and
POliCV , accountability for children

guidance | /. Empower governments and businesses with
on Al for knowledge of Al and children’s rights
children 8. Prepare children for present and future

20| noveRIE ooy - developments in Al

9. Create an enabling environment




Metaverse, Al: Private sector has solutions and

approaches

Prevent e Age assurance, Parental control, Upload filters, Player
matching, CSAM creation prevention system (image
AN NULTSL T A9 recognition), safety by design, voluntary principles
Detect e Hashing, Moderators, ML classifiers (natural language

processing, object detection, image recognition),

= o o Flagging, Reporting, Age assurance, ML: Groomer
MTLNTUACAUMIHLAaE Y detection, voluntary principles

Prosecute e Banning users, creating a single point of contact for law
enforcement and partners, proactive referrals capacity
_ building, not just training for advanced digital forensics
ANLLNTT tools and equipment

Safety by design, AL and ML, transparency, prioritize the protection of minors over privacy

Q for every child, protection
for every chid




———




Thailand
Safe Internet
Coalition

RIudvaisduawil 2 Tuidounumwusuovnni
ususSumGtaUanfaMena (Thaitand Safer mtemet oay)

Thailand

Safer Internet
Day 2023

Thailand Safe Internet Coalition (TSIC), national conference on children in the Digital Age, and other
advocacy events



Hero video Landing page

UNICEF Thailand - Following
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Thailand
Safe Internet
Coalition
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) UNICEF Thailand - Original audio
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https: .unicef. thailand/th/onli fet
https://www.facebook.com/reel/2063624524 ps://www.unicef.org/thailand/th/onlinesafety
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